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Exciting Offer Writeup

Challenge overview: 
The challenge goal is to decrypt the encrypted flag ,The challenge consist of 
three stages first one is malicious macro which is used to execute a powershell 
code and the powershell code will be used to download the second stage ,The 
second stage uses process hollowing technique to execute the third stage ,The 
third stage reads a file from the system then generate a random key which 
depends on the file content then encrypt the file content using serpent 
algorithm with random generated key and finally send the encrypted data to 
the local host on port 13337.

Step 1 : Discovery

In this challenge we are given two files: the encrypted flag and a document file.
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Step 2 : Document Analysis

The document file contains an obfuscated macro.

As the macro is heavily obfuscated we can use a tool like cmd watcher to help 
us extract the powershell code that will be executed by the macro.
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Running the tool then running the macro we will see that the tool successfully 
catches the powershell code and we can continue our analysis.

We can use cyberchef with this recipe to decode the powershell code.

https://gchq.github.io/CyberChef
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So let’s understand what the powershell script do:

 Create a directory under the path %HOME% and the full path will be 
%HOME%\D8c98nn\Oss08b_\

 Connect to the url 
https://github.com/joezid/joezid.github.io/raw/main/Images/Weirdo.png and 
download the content and save it as T14e00.exe in the created directory.

 Check the length of the downloaded file then execute it.

Step 2 : Second Stage

The downloaded file is a pe32 executable so let’s run it and see what it does.

https://github.com/joezid/joezid.github.io/raw/main/Images/Weirdo.png
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Running it, we will see this message connect failed so it looks like it tries to 
connect to something so let’s check the binary in ida.

The binary is obfuscated using ollvm obfuscator so in this case we have three 
options:

Deobfuscate the binary which will require some additional work and a lot of 
time.

Debug the program which is a good option.

Use a tool like tiny tracer to trace the api calls made by the binary to get an 
overview of the functionality of the binary and to save our time.

So let’s use tiny tracer and check the called apis.
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As we can see the apis used here are the api used in any process hollowing 
technique so we can start putting some breakpoints in these apis.

So the apis we are interesting in are CreateProcessW  , VirtualAlloc  , VirtualAllocEx  
, ZwResumeThread  , ZwWriteVirtualMemory .

Then we can run the program.

The first hitted breakpoint is VirtualAlloc so we can press execute till return.
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And as we know the address of the allocated memory will be in the rax register 
so we can follow it in dump.

Continuing the execution we will see that we hit another breakpoint in 
VirtualAllocEx  api but the important thing that in the previous allocated memory 
we can see now a new pe header so we can dump it and start checking the 
new binary.

Step 3: Third Stage
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Trying to run the third stage we will see the message we saw before the 
connect failed message so let’s check it.

This sample also is obfuscated using ollvem so let’s see how the flag is being 
encrypted.

We can see that the sample uses NtSetInformationThread  with 
ThreadHideFromDebugger  flag to hide process from the debugger.
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Then the program tries to open a handle for the file C\\data.txt

Then Read 48 bytes from the file and pass it as argument to the sub_401570 
and the return value will be used as the seed for the key random generation so 
let’s check it.
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As the sample is using ollvm it will be hard to analyze the code but after some 
debugging we can write a simple implementation for the function.

Then the key for the encryption will be generated.

And this can be simplified to.

Then the data is encrypted using a serpent bitslice encryption algorithm.
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And after that the encrypted data is sent to the local host on port 13337.

Now to decrypt the encrypted flag we will have to bruteforce the seed and use 
the same key generation technique used here then use the serpent bit slice 
algorithm to decrypt.

#include <stdio.h> 
#include <string.h> 
#include <stdlib.h> 
#include <stdint.h> 
#include "serpent.h" 
 
int main(int argc, const char* argv[]) { 
 
unsigned char  encrypted_string[48] = { 0xc3,0x71,0x97,0x12,0x64, 
    0x88,0x68,0xf5,0xd9,0xb6,0xa6,0x73,0x50,0xab,0xa1,0x7f,0xf9, 
    0x07,0x18,0x32,0x4b,0xb1,0x09,0x44,0x8c,0x8a,0x63,0xc7,0xab, 
    0x7a,0x86,0x32,0x57,0xe7,0x1b,0x01,0x26,0x1e,0x86,0x90,0x0c, 
    0x83,0x9f,0x98,0xa8,0xaa,0x01,0x7f }; 
unsigned char* decrypted_string = malloc(49/*bytes*/); 
unsigned char* rand_1 = malloc(33/*bytes*/); 
uint32_t tmp = 0; 
for (int i = 0;i < 100001;i++) 
    { 
        unsigned char  encrypted_string[48] = { 0xc3,0x71,0x97,0x12, 
        0x64,0x88,0x68,0xf5,0xd9,0xb6,0xa6,0x73,0x50,0xab,0xa1, 
        0x7f,0xf9,0x07,0x18,0x32,0x4b,0xb1,0x09,0x44,0x8c,0x8a, 
        0x63,0xc7,0xab,0x7a,0x86,0x32,0x57,0xe7,0x1b,0x01,0x26, 
        0x1e,0x86,0x90,0x0c,0x83,0x9f,0x98,0xa8,0xaa,0x01,0x7f }; 
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        srand(i); 
        for (int j = 0;j < 32;j++) 
        { 
            tmp = rand(); 
            rand_1[j] = (tmp % 256)^0x9d; 
            //printf("%02x\n",tmp%256); 
        } 
 
        for (int j = 0;j < 3;j++) 
        { 
           serpent_decrypt_bitslice(encrypted_string + (j * 16), rand_1, 
            decrypted_string + (j * 16), 32); 
        } 
            if (decrypted_string[0] == 'S' && decrypted_string[1] == '3'  
                && decrypted_string[2] == 'D') 
        { 
            printf("Found seed %d\n", i); 
            printf("%s\n", decrypted_string); 
        } 
    } 
return 0; 
}

Now we can compile the solver and test it.

Flag: S3DD0_y0u_th1nk_thr33_st4g3s_4r3_3n0ugh_0r_n0t}
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